


Neco o me

* Vaclav Pech
— Zhusta chybujici programator 8 let
— VdécCny uzivatel nastroju pro analyzu kodu
3 roky
* JetBrains

— Dodavatel nastroju pro vyvojare
* Intellid IDEA, TeamCity, ReSharper, a dalSi
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Néco o prezentaci

1. Chyby v kodu

2. On-demand analyza
3. On-the-fly analyza

4. Pro starsi a pokrocile

Otazky a odpovedi

POZOR!: Béhem prezentace bude ukazovan a editovan kéd
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Priklad 1 —

public void parse (final String text) {
1f ((text == null) | (text.length()==0)) return:’

Neznamy programator
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Priklad 2 —

public class Invalidsetter {
private string employeetkame;

pubTic woid seteEmployeename(final string anEmployeename) |
it (CanEmployeename! =null) &% CanEmployeeMame. Tength)=070
this.employveename = employeename;

Vaclav Pech, 2004
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Priklad 3 —

—_—

public boolean equals( Object object )
{

if { this == object )

{

return true;
1
return betld(j.equalst ( (PluginDescriptor) ohject ).getId() ):

Maven 2.0.x SNAPSHOT
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Priklad 4 —

private void paintRed (final Rectangle clip, final Graphics g) |
g.setColor (Color. red) ;
if (clip!=null) return:’
g.fillRecticlip.x, clip.y, clip.width, clip.height):;

* Nejmenovany programator u JetBrains
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Priklad 5 =

L4

public void displayCustomer (Customer customer) {
1f (customer==null)
logger. trace ("Customer not set yet™):;
customer=createNewCustomer () ;
showCuztomerDetalls (cuztomer) ;

Vaclav Pech, 2005
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Situace

* Vsichni vyvojari obcCas delaji chyby

* Chyby jsou i ve znamych a velmi
rozsirenych knihovnach a nastrojich

* Vetsina chyb jsou triviality
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Poznej svého nepritele

* Bad practice )
* Correctness f
* |Internationalization S

* Malicious code vulnerability
* Multithreaded correctness
* Performance

* Code style violations

* Dodgy

(Bill Pugh, FindBugs)
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Bad practice

try

child.getContainerRealm(} .importFrom({ "plexus.core",
child.getContainerRealm () .importFrom({ "plexus.core",
¥

catch ( NoSuchRealmException e )

{
/7 won't happen

www.jetbrains.com
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Correctness —

final BigDecimal summary=BigDecimal.ZERO;

public void addToSummary (final BigDecimal wvalue) {
summary . add (value) ;
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Internationalization

final JLabel title =

final JLabel price =

if

(countryNamel.compareTo (countryName) <0)

new JLabel ("First name:") ;

new JLabel (totalPrice.toStringi()):

www.jetbrains.com
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Malicious code vulnerability

public static final String[] ALL EVENTS =
PHASE EXECUTION,
MOJO EXECUTION,
PROJECT EXECUTION,
EEACTOR EXECUTION
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Multithreaded correctness L

L4

public class SharedCount |
private static long count=0;

] public synchreonized veoid increment() {
countt+;
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Performance

componentPrintString. append (™ " + name);
private HashMap components = new HashMap():;
if (components.size() > 0){
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Code style violations

public void setActiveByDefault (boolean activeByDefault)

if ([ { (property!=null))) {

if (property!=null) return:

int =2, b, c!
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Dodgy

public final class Dodgy |
protected int count;
private String value="Never used";
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Nastroje pro detekci chyb v kodu

Debugger
Profiler
Jnit tests

Code revisions

— Formal revisions

— Pair programming
Static code analysis

www.jetbrains.com
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Staticka analyza koédu

* Detekuje chyby v kodu staticky na
zakladé hledani chybovych vzoru

— Abstract Syntax Tree

* Analyzuje zdrojovy kod, nebo bytecode

* Integruje s IDECky, Antem, Mavenem Ci
Cl servery
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On-demand analyza

* Generuje reporty o nalezenych chybach

. ﬂ StaticCodednalysisDemo.ipr (15 bems)

Code maturity issues (2 items)

Code style issues (1 item)

Declaration Redundancy (7 items)

Error handling (1 item)

General (7 ikems)
- Performance issues (1 ikem)
Ié— 2 Method may be 'static' (1 item)

5 B demo.samples (1 iterm)

=% (C) % Sample (1 ikem)
IJ;'.‘— @ T closestream(InputStream, Skring) (1 item)
L W Yethod closeStream() may be 'static' (1 ikem)

- Probable bugs (4 items)
[f If-r} B Constant conditions & exceptions (3 ibems)

Mame:
public method void closeStream(InputStrean in, String valug)

Location:
class Sample (demo.samplas)

Problem synopsis:
Method closeStream() may be 'static' at line 29

Problem resolution:

Make static

Suppress:
Suppress for method
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On-the-fly analyza

* Upozornuje na chyby primo v editoru

if (in == null)

try |
Iin.::lnae“;

} | Method invocation 'in.closel)' may produce Yjava.lang. MullPointerException’.
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Pokrocilé vlastnosti
* Konfigurace hledanych chyb a jejich
zavaznosti pomoci profilu

* Moznost potlaceni (suppress) hlaseni

* Exportovani reportu pro jejich off-line
prohlizeni a mining
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Priklady dostupnych nastroju

Intellid IDEA

TPTP plugin for Eclipse
FindBugs

Checkstyle

PMD

AppPerfect Code Analyzer
Fortify — focused on security

www.jetbrains.com
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Intellid IDEA N intelsioea

* Analyza integrovana do IDE

* Pres 700 hledanych chybovych vzoru
* Custom bug patterny

* Profile management

* Suppression pomoci anotaci

* Analyza zavislosti, DSM
* Detekce duplicit v kodu
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FindBugs

* Open source — Bill Pugh, Univ. Of Maryland
* Integruje do Eclipse a NetBeans

* Custom bug patterny v Javé

* Propracovana sprava reportu a historie chyb
* Analyzuje byte-code

* Prfes 300 hledanych chybovych vzoru

* Nema quick-fixy
* Pouze pro Java kod
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TPTP

Open source

Integrovan do Eclipse

Vice nez 100 patternu (vCetné JDT)
Custom bug patterny

Pouze pro Java kod

www.jetbrains.com

L .
eclipse
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CheckStyle

* Open source

* Integruje se vsemi zminovanymi IDE
* Custom bug patterny v Jave

* Okolo 100 patternu

* Zameren na problemy stylu
— Java and EJB 2.x

* Detekce duplicit v kodu

* Nema quick fixy
* Pouze pro Java kod

www.jetbrains.com
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I intellijIDEA

DON'T SHOUT THE MESSENGER

* Open source

* Integruje se vsemi zminovanymi IDE
* Custom bug patterny v Jave a XPath
* Okolo 200 patternu v Jave, JSP, JSF
* Suppression pomoci anotaci

* Detekce duplicit v kodu

* Nema quick fixy
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Priklad 6 —

L4

public double requestCurrentRate (3tring fromCurrency, String toCurrency) |

if {(({fromCurrency == null; && (toCurrency == null; ) |
return Double.NaN;

}

double answer= 0.0;

if (fromCurrency.equals (({"USD™) ) && toCurrency.equals ("EUR™) ) |
anzswer= usdRate;

i else if (fromCurrency.edquals (("EUR™)) && toCurrency.edquals ("USD™)) |
answer= 1.0 /usdRate;

J

return answer;

www.jetbrains.com 30



Dalsi formaty

* Javain JSPs |.prodname span |
. display: block:;
* JavaScript margin: ~3px 0 0 0:

« CSS, HTML, XML e .
- GWT

* Struts

« Java EE code '}
* Java ME code

var zelectedluantityIndex = volumeJuantities.length - 1:;
if (icuantity == mudl) || (isNallicuantity)i) |

Properky font-size is overwritken
font —weight: normal ;
font-size: 70%;

39 Compatison quantity == null may cause unexpected type coercion
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I intellijIDEA

Custom bug patterny

* Moznost definovat vlastni vzory pro
detekci poruseni specifickych pravidel
daného projektu Ci domeny

* Priklady:

— Volani urcité metody
— Vytvoreni urcité tridy
— dalsi

* Nekdy je vhodné definovat rovnez

quick fixy

www.jetbrains.com
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I intellijIDEA

Inspection annotations

@Nullable, @NotNull
@NIs, @NonNIs
@PropertyKey
@Pattern, @Language

@Nonnegative, @Signed

@Tainted, @Untainted

@ThreadSafe, @GuardedBy

JSR 305 and 308

— Expert group zahrnuje rovnez vyvojare
FindBugs and IntelliJ IDEA

www.jetbrains.com
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Inspection annotations — Priklad 1

@MulTable String myName;

@MulTable private String getMName() {
return myName;

¥

public void test() {
String name = getName();
if (name.length() > 0) {

| Method invocation 'name.lengthi)' may produce java.lang. MullPointerException' more. . (Ckrl4+F1) |

}
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Inspection annotations — Priklad 2

abstract class Tool {
AFattern("[a-zA-7Z_0-9]+")
abstract String getId();
h

class MyTool extends Tool {
String getIdd) {

return "ID (Not VWalid)";
} | Expression 'ID (Mot Yalid) doesn't makch pattern: [a-zA-2_0-9]+ moare.. . (Ckrl+F1) |
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Inspection annotations — Priklad 3

String getMessagel(

AFropertykey (resourceBundl e="demo.bundl e")
String key) .

vyoid testi() 1
String =1 = getMessage("no.such.key” ) ;
String =2 = getMessage ("key]');
} g kewv=My 5tring Il hundle
(B key2 =Other String gl hundle
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Inspection annotations — Priklad 4

@lLanguage ("CSS™)

String cssDemo

= "h2 { font-stvle:

ALanguage ("RegExp" )
String regexpDemo = "\\p{Alphal}(abci 12"

@Language ("HTML")
= "<head><title>Test</title>g/hed>";

String xml1Demp

www.jetbrains.com

italic; ;";

Unresolved backreference
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Pust’te se do hledani chyb
* IntelliJ IDEA

* Eclipse
— TPTP plugin
— FindBugs plugin

* NetBeans
— SQE plugin
* FindBugs, PMD, CheckStyle, Lint4J
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Shrnuti

 Staticka analyza kodu zamete s chybami

— On-demand
— On-the fly

* Vyborny doplnek dalsich metod
* Dostupna pro vsechna IDE
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